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iMobileSitter is a secure password
management app for the iPhone. In contrast
to other products, it is resistant against
dictionary attacks.

Password Management
and its Dilemma

Today‘s password management implies a real
dilemma for users. Simple passwords cause
security problems. But if users follow security
requirements, they usually cannot remember the
resulting complex secrets. It is important as well
that users never use the same password for
different purposes. This implies that users cannot
remember many different complex secrets.
In practice, this dilemma demands too much from
users. They cannot fufill the requirements without
secure tools for password management.

A further Dilemma:
Secure Tools for
Password Management

There are many products for password
management. Even though these tools use secure
algorithms for encryption (e.g. AES), they can be
attacked successfully without necessarily breaking
the algorithms. The security of these algorithms
assumes that all of the key space is utilized – and
not only a small fraction of it. Tools for password
management employ master passwords, from
which the encryption key is derived.
In practice, the number of master passwords is
much smaller than the number of keys of a
secure algorithm. Hackers exploit this weakness
for dictionary attacks.
Hacker tools and services implement such attacks.
Dictionary attacks are based on the ability to
distinguish quickly the correct key from others.

Resistance against
Dictionary Attacks:
The Idea

In principle, there are several possibilities to
achieve resistance against dictionary attacks. One
possibility is to utilize the whole key space. As a
consequence, master passwords become very
long – and not very usable.
Another possibility is to calculate and output
decryption results that do not allow attackers to
distinguish whether the correct master password
has been found.
This principle is applied in iMobileSitter.

The solution:
iMobileSitter

iMobileSitter protects your secrets against hackers.
Available hacker tools or services are not
successful when applied to data protected by 
iMobileSitter. Users have to remember only one
master password. If a hacker enters a wrong
combination as the master password, the
software reacts in the same manner as if the
trial had been successful. A hacker cannot
recognize whether the decrypted passwords
are correct or not. The software gives hackers
no feedback about the trial‘s success. To decide
this, each decrypted password has to be
entered at the corresponding application.
This thwarts dictionary attacks.
The true secret owner immediately recognizes,
whether his input is correct or there had been
a typo. A small picture depicting a master
password dependent content helps him, but it
helps only the true owner since its content has
no general semantic for »right« and »wrong«.
iMobileSitter has been developed for the iPhone.
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ABOUT US
iMobileSitter has been developed at the Fraunhofer
Institute for Secure Information Technology
(Fraunhofer SIT). Together with its two partner
organizations, the Technical University of Darmstadt
and the University of Applied Sciences Darmstadt,
Fraunhofer SIT operates CASED, the Center for
Advanced Security Research Darmstadt. CASED
is the biggest center for information security in
Germany; as such, it is also one of the biggest
centers for information security in Europe.
www.sit.fraunhofer.de
www.cased.de
www.imobilesitter.com
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